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Abstract:

Mobile Ad hoc Network is a type of Ad hoc network that can change locations and
configure itself. Mobile ad hoc network is infrastructure-less network of mobile devices
connected without wires. In MANET host moves frequently in any direction, so that the
topology of the network also changes frequently. No specific algorithm is used for routing
the packets. Packets/data must be routed by intermediate nodes in high level packets to
their respective destination. So, each node should forward the packets only to the trusted
nodes have been proposed in it so far in MANET. To overcome the problem, a comparative
study of two trust computation methods (Dempster-Shafer and Bayesian) in mobile ad hoc
network is proposed. This will be done by with the help of simulators GloMoSim.
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Introduction:

For the past few years there is a the huge development in technology, during
those time lot of new programming languages, algorithms, operating systems, routing
protocols have been introduced in the market but people are not using all those
technologies. Even after getting the huge development in MANET [1] [2]. This project
will helps to find the efficient trust computation approach among them. Calculating the
trust value for each and every node in the Mobile Ad hoc network using mathematical
model is arduous task [3]. In MANET there is no specific topology lies, with that
dynamic topology routing of a packet without any loss itself is crucial one. The
computational work can be done using MATLAB tool provides an easy way of
application prototyping likewise new simulation tool used for optimization. [11].
Problem Definition:

In Mobile Ad hoc Network (MANET) one of the major characteristics is dynamic
topology. Due to this characteristic there arises a problem in packet forwarding
mechanism. MANET is infrastructure-less network, it does not have any hardware
component to route the packets to respective destination. In order to forward these
packets each and every node should take part in routing mechanism which helps the
packet to reach the destination node. Nodes in the MANET won’t forward the packet to
the next node, before forwarding a packet it will consider its energy level if it has
enough energy to transfer the packet and also for the survival of that particular node
then only it will forward the packet to next node else it won’t. Each node has to find the
trusted node for transferring the packet. Trusted node will be found only by
maintaining the trust table for each and every node in the network. Trust of a node will
be known only with trust value. To compute the trust value lot of approaches have been
proposed, but none of them are widely used. The respective destination of this packet is
stored in Google and also in the Drop boxes respectively [9]. Problem is to identify the
better computation approach to calculate trust.

e


http://www.shanmugacollege.edu.in/

International Journal of Scientific Research and Modern Education (IJSRME)
ISSN (Online): 2455 — 5630

(www.rdmodernresearch.com) Volume I, Issue I, 2016

Notification System Trust Manager
¢ Trust Value - Cross Ched Update Trust
I lrs e = (g—TO33 el | .

Table Send Rec Trust Val

Thresheld Review the Table E e uE
+

l | Send Trust Value

L]
Send Alert ‘fTTr_J‘Etj‘];all‘ée Direct Trust Recommendation
Message e Computation Trust Computation
+ Evaluation of + Path Reliability
Trust - Residual « Probabilistic
Update the Trust | Notify the 5l Energy Approach
Node Trusted Node « Buffering on the Fly
| + Trustwillingness
Monitor the Trust
Computmg System 'y
Monitor
. MNotify the Un trusted Nede To Other Node -
Figure 1: Overall Architecture of Nodes
Monitoring —Initiate System

System

Initiate

e

Compute
I'rust

Figure 2:

Compute
Direct
\ ITrau

Compute Keg Tt

Computation
Update Trust Table

Send Alert Notificardon

Review Trust Table

Notification
System

Computation Monitoring System

Direct Trust |
¥ Computation |

i)

Store Direct Trua \aler

VD TrunTable

ul
Direct Truse Value

N
Recommendation ) 4
Irust Compute
Computation Final Trust
- - ~ /

Store Res Trust Value
Store FT Vabue

4

Kee Trunt Value

4
Ree  Trust Table AN ]

Figure 3: Trust Computation Process

T  Trum Value .

778



International Journal of Scientific Research and Modern Education (IJSRME)
ISSN (Online): 2455 — 5630
(www.rdmodernresearch.com) Volume I, Issue I, 2016

Test Test Case Test Input Expected Actual Result
case ID Description P Output Output
Tid 101 Nodes should Create 25 nodes 25 nodes 25 nodes Pass
be created created created

Select Source Both source Label

Tid_102 | and Destination | and destination | Display label ) Pass
displayed
node selected
Node
Tid_103 Nodes.are configured All nOd?S are Mobile Pass
mobile mobile
correctly
Neighbour Use correct Detect Neighbouring
Tid_104 nodes are rotocol neighbouring nodes Pass
detected p nodes detected

liiitil‘?:stlt(;:; Data Data received
Tid_201 Send packet received at at Pass

packet from o o

destination destination
source
. RReq have been Received Successfully
Tid 202 sent RReq Message Successfully Received Pass
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Figure 4: Comparison chart Between Dempster-Shafer and Bayesian

This is a graph showing the comparison between number of misforwarded
packets and number of nodes with x-axis denoting the number of nodes and y-axis
denoting the number of misforwarded packets.

Results and Discussion:

Here, the conclusion is that computing the trust value based on Dempster-Shafer
better than that of Bayesian. Because Bayesian is the probabilistic approach which only
maintains a single value which can be thought as an "expected"” value. At the same time
when a single estimate is preferable, a Bayesian approach may be simpler and more
appropriate. In the case of Dempster-Shafer theory uses Dempster’s Rule of
Combination to incorporate new information. This can be considered a generalization of
Bayes rule.
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Conclusion and Future work:

This paper was done by using GloMoSim which implemented the idea of

comparing the two mathematical models for trust computation in an easy-to-
understand manner, and in a more effective way than usual. Here this project will thus
help in the reduction of misforwarding of datagram packets to the neighbouring nodes
during data transfer. This paper if enhanced in future will help in security purposes
from activities like intrusion, hacking, spoofing, fishing etc. It will also help in finding
malicious nodes, thus making the network more secure.
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