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Abstract:

Wireless Sensor Network (WSN) is apromising technology currently and in the near future. Networks like Vehicular ad-
hoc Network (VANET) and Internet of Things (1oT) are also emerging fast where WSN is used directly or indirectly. Over the
course oftime the range of the network of wireless sensors expands so that protection for the node is important. We survey a wide
range of available network security protocols that serve the WSN.
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Introduction:

The WSN is a series of different sensors in an environment that detects, computes and interacts with sensor nodes
adjacent to it. The sensor nodes consume low power and have low memory. These sensor networks have a broad variety of
applications from environmental sensing, management functions, industrial monitoring, machinery control, health monitoring, etc.
The autonomous node array processes the information generated by the centralized node called sink and communicates it to the
central node. The sink’s location is mostly close to the sensor area. The data from the sensors can be processed locally in the sink
node, or is routed to the centralized device through a gateway. These intermediate nodes called gateways are linked to the sensor
nodes, Smartphone’s, the Internet and so on.

Wireless Sensor Network Architecture:

The sensors in a WSN Architecture include the following components:

A Transceiver

Microcontroller

Power Source

Memory

The transceiver comprises of the transmitter and the receiver componentsto relay and receive radio signals using
antennas. The microcontroller acts as the main brain which controls the major functions of the system like providing an interface
between the transceiver circuit, memory and the power source, etc. Memory is the part where the data is stored and accessed
whenever necessary.

Network Component of WSN:

Sensors/actuators relay/intermediate nodes, gateways and the application are the network portion of the wireless sensor
network. In a simple WSN the data is collected from the application by the sensors/actuators and is relayed to the sensor node
through a gateway. If the gap between the leaf nodes in the sensing area is high and the application is high an intermediate node or
relay is used. The gateway acts as an intermediary between application and sensor for protocol transformation in this network
component. The relay node acts as the router and the Leaf node is the sensor area endpoint.

Limitation in WSN:

Minimum Resource: The sensors or field instruments have low resources, such as a smaller supply of electricity, reduced

computing power, limited memory, etc.
e Working Environment: The sensors are usually unattended or deployed in an hostile environment hence the sensors
cannot be quickly recharged or replaced and can also be prone to physical attacks and damages.
e Random Topology: The average topology of the sensors is too difficult to find since the sensors are not uniformly
distributed.
e  Security: Protecting sensors and data is difficult as the sensors work in a hostile area and contact occur wirelessly.
e Redundant Data: In most situations, the WSN sensors send the data to neighbors to enable the data to be redundant.
Security Protocols for Wireless Sensor Network:
A. SPINS:

The SPINS (Security Protocols in sensor networks) protocol proposed by Adrian Perrig et al [4] is a fit of two WSN
protocols, namely SNEP and uTESLA. The SNEP emphasizes on anonymity, honesty and security while the U TESLA focuses on
broadcast validation.

i. SNEP:

The SNEP (Secure Network Encryption Protocol) uses a standard controller, at the sender and at the recipient end for
proper functioning. In SNEP you can use the block counter mode to transform the plain text to cipher text (CTR). This requires a
message authentication report code for authentication and honesty (MAC). The sender determines and adds the initial message to
the MAC. When the recipient opens the message, the MAC is calculated and correlated with the sent MAC, if the message fits, the
message is otherwise declined.

ii. U.TESLA:

Valid broadcasting needs a symmetric cryptographic system with a high measurement and overhead memory that makes
it difficult for the WSN to use this mechanism. In UTESLA, the delayed symmetrical key disclosure is added. The base station
validates a packet by using a hidden key to compute a MAC on the packet. Node where the packet is placed in a buffer before the
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base station receives the key. The key to validate the packet is used when the node receives the key. The MAC key is a central
feature of the public function F in the core chain.It computes the Key Kusing the formula as given below

K; = F(Ki41)
B. TINYSEC:

The TINYSEC [6] is a security protocol for the connection layer that offers all SNEP services. TINYSEC which does not
use the counter for a cryptographic operation isthe key discrepancy between SNEP and TINYSEC. Tinysec comprises two flavors,
namely Tinysec-AE and Tinysec-Auth. Both authentication and encryption are supported by TINYSEC-AE. Authentication is
possible only in the TINYSEC-Auth. For authentication and encryption it uses cyber-block chaining.

C. MiniSec:

The MiniSec [5] is a low-power network layer protocol. In order to supply encodes to packets, it utilizes offset code book
(OCB) modes. MiniSec has 2 modes: MiniSec-U and MiniSec-B. The unicast mode is here MiniSec-U and the broadcast mode is
MiniSec-B. The way they use the counter in their operations varies between MiniSec-U and MiniSec-B.

D. LEAP:

The LEAP is a primary WSN executive protocol (Localized Encryption and Authentication Protocol). The Jump is
intended to deliver secrecy and authentication.
Conclusion:

In this paper several WSN protection guidelines have been reviewed. The Wireless Sensor Network offers different
degrees of protection. The use of the Wireless Sensor Network can be expanded from agriculture to military and health to industry
by establishinglatest security protocols for the WSN.
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